Protection of Personal Information

of members of the Boy Scouts of America
The protection of the youth members of the Boy Scouts of America is of vital importance to each and every one of us.  As part of that pro-active protection plan, adult volunteer leaders are asked to provide sensitive personal information to the Boy Scouts of America upon submission of a membership application and agree to a criminal background check.  This personal information is necessary to complete the criminal background checking process and therefore, is required as part of the application process.
This submittal of personal information naturally creates concern that the Boy Scouts of America be prepared to adequately protect this information from unauthorized and/or inappropriate use.  This is a growing concern in light of the escalation of the crime of identity theft.  It is the intent of this document to assure potential and new volunteer leaders that the Boy Scouts of America is prepared, has analyzed the risk potentials and taken pro-active steps to mitigate those risks.

Information on paper and as electronic data
We must first be aware that personal information is provided on the paper version of the adult application and is then transferred to an electronic record within the Boy Scouts of America’s ScoutNET computer system.  Both forms of information must be protected.

Paper applications:  Several steps have been taken to safeguard personal information provided on paper applications.  These steps include:

· Social Security number on council copy only - All adult applications have been printed such that the Social Security number is visible on the original or council copy of the application only and is blocked from the other two copies.  The copy of the application that is in direct control of the council contain personal information while the copies retained by the unit or district do not have that information displayed.

· Maintained in a secure environment – The council has taken steps to ensure that all membership applications are maintained in a secure environment with access available to authorized personnel only.  Paper applications are retained for a period of three years and then destroyed by shredding.  While they are in the possession of the council, the file folders containing the applications are placed in a secure environment with access permitted to authorized personnel only.
· Independent audit review – These internal controls as well as several others are included in an independent auditor’s tests and review on an annual basis.  Any deviation from internal controls is reported directly from the auditor to the Council’s executive board in a management letter requiring corrective action.
Electronic Data:  All councils within the Boy Scouts of America are networked with the national council’s ScoutNET system.  Membership data, including personal information, is housed on a database secured by the national council or, in rare instances, also on the local area networks of the council.  Therefore, it is necessary to review three distinct segments of electronic data security; national council security, communications security between the national council and the council and council network security.
· National Council security – The national council maintains several layers of security to protect the electronic data within the ScoutNET system.  To test the effectiveness of those security layers, the Boy Scouts of America engages an independent auditor to conduct a full SAS-70 audit of its systems annually.  This audit examines the physical security of the computers and the logical security of the system and provides validation of policies and procedures associated with maintaining the security of the data.  Additionally the Boy Scouts of America employs an outside vendor to provide 24 hour, 7 days a week management of its network of firewalls with an additional independent third party intrusion detection audit of this management and the firewall network. 
· Communications security – All electronic data communications between councils and the national council are over secured networks.  In addition to the intrusion detection mentioned above, the Boy Scouts of America’s SAS-70 auditor periodically conducts independent intrusion detection testing to ensure the integrity of the communications network of the Boy Scouts of America.

· Council network security – The Boy Scouts of America’s firewall network encompasses the council office and its computer network as well as those of the national council.  These firewalls are installed, maintained and managed by an outside vendor employed by the national council.  Intrusion detection audits are conducted against these firewalls.  Additional concerns within the council are the control of access to sensitive information and the production of reports from the systems.

· Access control – the ScoutNET system provides permission based security controlled by the council.  Employees are given access to only the personal information that is necessary to complete their job.  All sensitive personal information is protected by role-based security and is maintained in a privacy section within the person’s data.  Initial membership data entry personnel, for example, can not access the privacy section unless some other job function requires this access and it is granted by the council.  
· Reporting from the system – only the reports used to complete the criminal background checking process display sensitive personal information.  The council utilizes paper shredders in the destruction of criminal background checking reports once the process has been completed.  No other report from the system displays or utilizes this sensitive personal information.

Independent verification of security: As mentioned several times above, the Boy Scouts of America employs various independent sources to test and verify that the security systems employed by the Boy Scouts of America are effective and sufficient to protect your personal information.  Again, these independent verifications include:
· Council’s annual audit – examining and testing internal controls and the role based security within the council.

· National council’s annual SAS-70 security audit – examining and testing the layers of security of the computing environment.

· National council’s audits of the managed firewall system, both by the vendor and by an independent auditor – examining and testing the vulnerability of system exposure to the Internet.

· National council’s intrusion detection audit – examining and testing the vulnerability of system exposure to Internet hackers.

· Boy Scouts of America’s participation in the TRUSTe Privacy Program – TRUSTe is an independent, non-profit organization whose mission is to enable individuals and organizations to establish trusting relationships based on respect for personal identity and information by promoting the use of fair information practices.  This includes a documented and tested Boy Scouts of America Privacy Policy published on the Boy Scouts of America’s internet re-chartering website. 
